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DETAILED ACTION 



Response to Arguments 



1 . Applicant's arguments filed on May 3, 2004 have been fully considered but they 
are not persuasive. 

In remarks regarding the rejection of claim 1 , recapitulated for claims 2-33, 
Applicant seems to rely on an overly narrow interpretation of the claim language "based 
on" in the feature "computing a second secret key based on the first user exchange key 
and the first shared secret key" to overcome rejection. Applicant cites examples of how, 
in the preferred embodiments of the invention, the computation of a second secret key 
is based on or depends on the first user exchange key and the first shared secret key. 
However, neither the Applicant's claim language nor the specification limits the "based 
on" relationship to the preferred embodiments' enablement of the relationship. 

The Examiner uses the broadest reasonable interpretation of the phrase "based 
on" in the feature "computing a second secret key based on the first exchange key and 
the first shared secret key." This interpretation includes all ways in which the second 
secret key's computation can be based on the first exchange key and the first shared 
key. Under this broadest reasonable interpretation, the existence of the first exchange 
key and the first shared key can serve as the basis. 

The art applied in the rejection of claim 1 — Wechselberger - abstract and 
Hardjono - abstract, col. 3:10-26, and figure 5 - element 505 — read on at least this 
basis, as required by claims 1-33. Therefore, claim 1 remains rejected. 
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Further limitations of this feature and other features pointed out in the Applicant's 
dependent claims are read upon as before by the art applied in the rejections of the 
previous Office Action. Therefore, claims 2-33 also remain rejected. 

The outstanding rejections in the previous Office Action, with added 
consideration of claims 34-53, are repeated below. 



2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a pnnted publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 



(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 



3. Claims 1, 10, 19, 28, 34-42, and 51-53 rejected under 35 U.S.C. 102(b) as being 
anticipated by Wechselberger et al (4531020). 

4. As per claims 1 , 1 0, 1 9, and 28, Wechselberger et al discloses a step for 
computing a first shared secret key (abstract), a generating step (abstract), a receiving 
step (abstract), a step for computing a second secret key (abstract), a sending step 
(abstract), and an establishing step (abstract). 

5. As per claims 34-42 and 51-53, in addition to the teachings applied above, 
Wechselberger et al discloses that the first user exchange key is received by a 
particular member ... that the particular first member sends the first user exchange key 



Claim Rejections - 35 USC § 102 



states. 
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to the other first members of the set of one or more first members, that the other first 
members of the set of one or more first members receive the first user exchange key, 
that each first member of the set of one or more first members computes the second 
secret key... . that the set of one or more first members is a set of one or more first 
workstations, and that the first user is a second workstation (abstract; col. 3:28-68; and 
col. 4:25 to col. 5:66). 

6. Claims 1, 10, 19, 28, 34-42, and 51-53 rejected under 35 U.S.C. 102(e) as being 
anticipated by Hardjono (US6584566B1). 

7. As per claims 1, 10, 19, and 28, Hardjono discloses a step for computing a first 
shared secret key (abstract; column 3, lines 10-26; and figure 5, element 505), a 
generating step (abstract; column 3, lines 10-26; and figure 5, element 530), a receiving 
step (abstract; column 3, lines 10-26; and figure 5, element 530), a step for computing a 
second secret key (abstract; column 3, lines 10-26; and figure 5, element 505), a 
sending step (figure 5, element 530), and an establishing step (abstract; column 3, lines 
10-26; and figure 5, elements 525 and 530). 

8. As per claims 34-42 and 51-53, in addition to the teachings applied above, 
Hardjono discloses that the first user exchange key is received by a particular member 
... that the particular first member sends the first user exchange key to the other first 
members of the set of one or more first members, that the other first members of the set 
of one or more first members receive the first user exchange key, that each first 
member of the set of one or more first members computes the second secret key... . 
that the set of one or more first members is a set of one or more first workstations, and 
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that the first user is a second workstation (abstract; col. 3:10-26; and figure 5-elements 
505 and 530 and associated text). 

Claim Rejections - 35 (JSC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

10. Claims 7, 16, 25, and 48 rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hardjono (US6584566B1). Hardjono discloses a step for computing a first shared 
secret key (abstract; column 3, lines 10-26; and figure 5, element 505), a generating 
step (abstract; column 3, lines 10-26; and figure 5, element 530), a receiving step 
(abstract; column 3, lines 10-26; and figure 5, element 530), a step for computing a 
second secret key (abstract; column 3, lines 10-26; and figure 5, element 505), a 
sending step (figure 5, element 530), and an establishing step (abstract; column 3, lines 
10-26; and figure 5, elements 525 and 530). Hardjono fails to expressly disclose the 
generation of a second multicast group exchange key, the reception of a second user 
exchange key, the computation of a third secret key, the sending of the second 
multicast group exchange key, and the establishment of a third multicast group. 
However, these steps are a reapplication in exact form of five steps in Hardjono listed 
and referenced above. Therefore, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to modify Hardjono by reapplying the 
generation, reception, computation, sending, and establishment steps. One of ordinary 
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skill in the art would have been motivated to do so in order to add a new member to the 
set of clients to whom data is multicast. 

11. Claims 6, 15, 24, and 47 rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hardjono (US6584566B1) as applied to claims 1, 10, 19, and 28 above, and further 
in view of Aziz (US6330671 B1 ). In addition to the teachings applied above, while 
Hardjono fails to expressly disclose a verifying step and providing step, Aziz teaches 
these steps (Aziz - abstract). Therefore, it would have been obvious to one of ordinary 
skill in the art at the time the invention was made to modify Hardjono by verifying 
against an authenticated predetermined list of clients having permission to receive a 
cryptographic key a client requesting multicast data and by providing this client with this 
key if the client is on the list as per the teachings of Aziz. One would have been 
motivated to do so in order to provide a secure key management system (Aziz - 
abstract). 

12. Claims 2-5, 1 1-14, 20-23, 29-31, and 43-46 rejected under 35 U.S.C. 103(a) as 
being unpatentable over Hardjono (US6584566B1) as applied to claims 1, 10, 19, and 
28 above, and further in view of Koblitz. 

13. As per claims 2-5, 11-14, 20-23, 29-31, and 43-46, in addition to the teachings 
applied above, while Hardjono fails to expressly disclose the mathematical relations 
involved in the steps for computing a first shared secret key, generating a first multicast 
group exchange key, receiving a first user exchange key, and sending the first multicast 
group exchange key, Koblitz teaches these relations in his discussion of modular 
exponentiation by the repeated squaring method (Koblitz - page 23). Therefore, it 



Application/Control Number: 09/608,831 Page 7 

Art Unit: 2132 

would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify Hardjono by using the repeated squaring method to compute the first 
shared secret key, generate a first multicast group exchange key, receive a first user 
exchange key, and send the first multicast exchange key as per the teachings of 
Koblitz. One would have been motivated to do so in order to quickly create the keys in 
these steps (Koblitz - page 23). 

14. Claim 32 rejected under 35 U.S.C. 103(a) as being unpatentable over Hardjono 
(US6584566B1) as applied to claims 1, 10, 19, and 28 above, and further in view of 
Aziz (US6330671 B1 ) and Koblitz. In addition to the teachings applied above, while 
Hardjono fails to expressly disclose a verifying step, a providing step, and the 
mathematical relations involved in the steps for computing a first shared secret key and 
generating a first multicast group exchange key, Aziz teaches the verifying and 
providing steps (Aziz - abstract) and Koblitz teaches the mathematical relations in his 
discussion of modular exponentiation by the repeated squaring method (Koblitz - page 
23). Therefore, it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify Hardjono by verifying against an authenticated 
predetermined list of clients having permission to receive a cryptographic key a client 
requesting multicast data and by providing this client with this key if the client is on the 
list as per the teachings of Aziz and by using the repeated squaring method to compute 
the first shared secret key and to generate a first multicast group exchange key as per 
the teachings of Koblitz. One would have been motivated to do so in order to provide a 
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secure key management system (Aziz - abstract) and to quickly create the keys in the 
computing and generating steps (Koblitz - page 23). 

15. Claims 9, 18, 27, and 50 rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hardjono (US6584566B1) as applied to claims 1, 10, 19, and 28 above, and further 
in view of Srivastava (US6684331 B1 ). In addition to the teachings applied above, while 
Hardjono fails to expressly disclose that the establishing step requires a total of 
approximately N+1 messages, Srivastava teaches this requirement (Srivastava - 
abstract). Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made by modifying Hardjono by including this requirement as per 
the teaching of Srivastava. One of ordinary skill in the art would have been motivated to 
do so in order to establish secure and efficient multicast communication (Srivastava - 
abstract). 

16. Claims 8, 17, 26, 33, and 49 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hardjono (US6584566B1) as applied to claims 1, 10, 19, and 28 
above, and further in view of Koblitz and Srivastava (US6684331 81 ). In addition to the 
teachings applied above, while Hardjono fails to expressly disclose the mathematical 
relations involved in the steps for computing a first shared secret key and generating a 
first multicast group exchange key and steps for determining that a first departing 
member has left the second multicast group, selecting a private multicast group non- 
zero random integer, generating a second multicast group exchange key, broadcasting 
the second multicast group exchange key, computing a third secret key, and 
establishing a third multicast group, Koblitz teaches the mathematical relations in his 
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discussion of modular exponentiation by the repeated squaring method and the 
selecting step (Koblitz - page 23), Srivastava teaches the determining step (Srivastava 
- abstract), and the generating, broadcasting, computing, and establishing steps are a 
reapplication of four steps in Hardjono (abstract; column 3, lines 10-26; and figure 5, 
elements 505, 525, and 530). Therefore, it would have been obvious to one of ordinary 
skill in the art at the time the invention was made to modify Hardjono by using the 
repeated squaring method to compute the first shared secret key and to generate a first 
multicast group exchange key and by including a selecting step as per the teachings of 
Koblitz, by including a step for determining that a first departing member has left the 
second multicast group as per the teaching of Srivastava, and by reapplying the 
generation, broadcast, computation, and establishment steps. One of ordinary skill in 
the art would have been motivated to do so in order to quickly create the keys in the 
computing and generating steps (Koblitz - page 23), to establish secure multicast 
communication (Srivastava - abstract), and to add a new member to the set of clients to 
whom data is multicast. 

Conclusion 

17. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to James Curcio whose telephone number is 703-305- 
8887. The examiner can normally be reached on Tuesday through Friday from 7:00 am 
-5:30 pm. 
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18. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached at 703-305-1830. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

19. Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 
3900. 
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July 13, 2004 




